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Security

Parklane Systems Security

Introduction

Use Security to indicate each user account system access rights regarding:
e Modules; and in each module:
e Menu ltems
e Data/screens access
e Functions that can be used
e Various rules
e Department restrictions
e Company restrictions (multi-company option only)

For each user account, you will provide:
e Name
o 25 characters
e Id
o 10 characters
o ldentify the account using a name abbreviation.
o Used by the system for identification and auditing purposes
e Password
o 10 characters
o Passwords are hashed
o Criteria for valid passwords can be established under “Sign-In Rules” located on the Main Menu
e Email Address

There are four types of Security records:
e Role profiles where access rights can be identified for a group of user accounts.
e Role based accounts that use the rights identified in particular role.
e Unique user accounts that are not affiliated with a role and the rights are specific to that user.
e Restricted Administrators (Multi-company option only) where a user is given access to Security to manage
their own user accounts within one company.
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How it Works

It is important that Managers have access to Security. There are many useful tools and controls that can be used by
a Manager, however, one would need to use and appreciate Security to determine what fits their needs.

Parklane Support provides instructions to access Security for the first time.

The first record will be a unique user account that is defined as an Administrator with access to Security. Once this
account has been set up, Security is available to that person on the Main Menu.

Below is the Security home screen.
e To add an unique user account, select “Add an Account”
e To access a current account, select the account from the list.
e To manage your role profiles, select F7 Go to Roles.
e To add a Restricted Administrator, select “Add an account”.

CT66 Security  List of Accounts and Roles

User Accounts

Andrew Rivers-r 4 Il GotoRales
Claudette Everitt

Fred Smith

Hazel Farmer

Jason Marsh-r

Karen Ferrell

Reba Dowding-r

Sara Home
Sara Kane
S_arah McCarthy E You can move cursor to an account by
TimGrove typing the name.
Or, show the list starting &t a jetter
“ shown

-r gfter name in list indicates role based

IQI SF8 Manager's Hancbook
Be sure to réview the guides. Theyarea

quick read and identifies many festures
you'll findd helpful

Tools o ez |

Note that accounts listed with “-r” after their name were added under a role and use the rights as defined in that
role.
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Adding a Unique User Account

After selecting “Add an Account”, on the next screen (below) complete:

1.
2.
3.

Name, User Id, Password, Email Address
Select the modules that may be accessed

If the user is restricted to specific departments, check “Has department restrictions”.
A button will appear to allow you to define which departments.
Select F1 at the bottom of the screen to indicate the menu, data & rules rights in each module.

[ Bt

CT20 Uper Account

Account Name C |

Account io ‘KJ; E— m(_le;;r"'u1
Passward ; Erest
Fasswore Date 23022024

Lust Sign in Date 27052024

1) Modules that may be accessec

£mal Address & fareliperkianasys com

Fassword hashed & secured

B Dsabiny Management
M Chart [ Lifestyle

2 Incidsnt investigation
! Daliy Activity Stats

3) Module Restnctions

Ay checeng e modules s Ussninks My dcooss naoals
thes prosss nghls in each enogdule

Witch menu it can be usec

What siformaton can be acoessed

Wihat actons me sfowed

i3 Security & Login Rules &2 Work Accor ! B Maind ceo
3 Personal Dats 2 Atterdance B Auglometnc
£ Incikdent Reporting = Simon

& Retal &2 Risk Hazards O Patient

[ Rocatt flesmcions £ Risk Tasks O Event

[0 Task Manager
[ Diary

2} Restrictons or access rights

[ Het company restrictions
[ Has department reatrictions

[} Hige SIN'SSN from usar (excluges Govermnment forms)

¥ May hice some employees from cther users o

1 May Sync SQL Database

0 May run Consclidation

K "“May run process 1o purge‘destruct old cata recorcs

B May access the Privaty Audits & Logs locsied on the Main Meru
C1 I8 & Securlty Admbin wiho s restriclad 10 one compary In Sacurnity

&) Octano £ Fom? Passsondy

S S under Optons = Personal Dals

Select a module from the list to proceed to its menu.

Attendance

Work Accommodation

Disability Management

CT2V Select module |

Personal Data
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From the menu check the applicable menu items or, select F4 to give access to all menu items.

Then select F2 to identify the Rules.

= Fatlane
Mospge O bpwts Aepwts Cevtt Sibaney  Aivddes  (onpbn  Optams

Farrell Dsabity Management

13 8 cogy of she menu.
marks an menu Hams indicsies user sciees

1. Chck each meny item to toggie access. or
Clck 74 giving access 1o, or
3. Cick F3 denying access 1o all. then cick the appicable menu tems.

When dana, go to Ruies 1o icensly other user octess rghts

o Acoess 1o A Mo teons
Dooy Acoess 1o A My hums
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Below is a sample of the Rules. They vary by module.

The left lists the input screens available in the module. Give access to all or chose specific screens.

The right lists actions that may or may not be allowed. The example below indicates that the user may not cancel a
record or change comments entered by another user.

Initially, it is recommended that Nutshell not be used until the users are familiar with the system.

i
B *

Disabiity Management . Data Access & Russ Karen Fersll

Check the screens this user has occess 0 Chack tha ruies that apply %0 this usar

O Chetk all O Check sl

) Rocoed Descripton K Alow: Access 10 claims from reports

E1 Medical Condion B Al Soe cancelied claims i clams st

B Medical Fart 2 ) Alow’ Apiity 30 carcel a recors

! Sarafts & Raporing i Miywe Changes to Refeconce Numbar

& Atributes B4 Alow: Changes to Guideline \Website URLs
E! General Comments O Reason: Mancdatcry. Must be completed

& CTonficental Comments 1 Allow: Delating Document Links

K1 Days & Costs Summary Ll Dissize; Adding Document Links

B Review Dates O Aod Doc Unks only. Trumps rules sbove
B Appointmeanss B Allow Changes to Document Foiders

¥ Form Letters it Aliow: Changes to Genaral Commants

B oy Ncotes Ol Add Comments ooly. Trumps nie above
B Document Foicer B Allow. Changes to Corfidential Comments
B Dotument Links O Asg Confd Comments only, Truwes nie above
£ Guidelne Worksheet

B Report A7Z Caim Detals

B T8 Aucit

B User Notes & Emall

B Demographics

2 In a Nuashall

B Tiee Markers

EIESITEEE 7 you geve access o in-a.Nutshell. compiete the Nutshed Profiie using the 2
oution. Once you have complated this peafie, the same Uk will apgey 10 ab
mac.es | Clows =11 |
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Adding a Role Profile and the Role-based Accounts

Enter the Role Profile by using the same procedure for a Unique User Account.
Once established, you can identify accounts that would use this role profile.
Role Profiles may be copied and then modified for ease of setup.

T Fanline x I

|
Rolo Name
1) Mochuies that may be sccessed 2) Reatrictions or sccess rghts
1 Sacunty & Login Rules [ Work Accommodation 1 Maintsnance 1 *“*Has company resviztions
1 Personsl Dl D Attencance 1 Audiometric [ *"'*ss dsparmert restrictions
1 Inzicent Reportng i Siman .
7 Recall 3 Rk Hazans 1 Fatient 00 Mide SINISSN from user (exciuces Govermment forms)
0 Rk Tosks O Event ~
1 Disadilty Managemert [7 Incigant Mvestigation 7] Task Manager 1 May Syoc: 30 Dalsbma
O Crant Litestyio 3 Dally Activity Stais i Deary

O *"May run process tO purge/Casiruct okt data recceds
1 May access the Frivacy Audis & Logs locatod on e Main Menu

3) Modhss Resvictons

“San undir Options in Persona Dl

Whal indarmraten 1R
YAat arhons e il

s by tha s

You may cpoonaly iently sy

ohens Wit apply 10 il aLosuniy

ONS Il 210 UMiaie 1D Gech acoount undie thes icke

Company and Department Restrictions

(Company Restrictions apply to those who use Parklane’s multi-company option)

You have three options here:
e If all accounts will be restricted to the same companies/departments, you may identify those restrictions

on this screen.
e If the restrictions vary by account, leave these boxes unchecked. You may then identify at the account

level.
e You may restrict certain companies/departments that will apply to all accounts; then identify additional
restrictions for certain accounts.

Once you have completed the above screen, Select F2-Manage Accounts to manage the accounts under this role
profile.
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Managing Accounts for Role Profiles

Role Profiles — Managing Accounts

2 Sumamy k 1ogm Mene 1 Mo icromnadenes ravw ey
i Favterw Dom mtencence 3 mstomect
et g 13 S
L™ 0 P M Sz
LN St
vawil, e agemee e Ttk My
1 S L [ D Aoty Thany Oy

@ T e

T Pt M a0

1 b sampedy e
1] = bt St s

e DTN R A e Gare ]
T ey Sy T Catmmns

T VY e PR I JUTTR Tt Tt D8 S98 temoe
Ny Sczens i Favacy acm § Lige ceams o e Var bae

[~ BT

s o) o

Select F1 to add a new account.

CT2X Accounts

Role: Attendance Support

Jimmy Twoshoes
santa claus

Add new accour

Enter Name, User Id, Password, Email Address and applicable restrictions.

CT2Y User Account

Mame |Linda James |

Userld [ NDAJ
Password | YUDEJG3UW =il Reset

Password Date

Last Signin Date

ﬂ SFT Delete Record

Email Address | L James@myco.com

[JHas company restrictions L3 Select Companies
MiHas department restrictiong Select Departments

Close F12

Page 9.



User Guide

Repeat to add additional accounts.

CT2X Accounts

Role: Admin Health

Lilly Thurman

Add new account

Notes re: Role Profiles

1. The Role Profile can be modified after accounts are added.
2. The accounts will appear on the Home screen in the list of accounts.

" 4
-r

at the end of each name indicates the account is Role based.

CT66 Security List of Accounts and Roles
User Accounts
: Add an account
i - I8 Go oles
Andrew Rivers-r - B0l
Claudette Everitt
Fred Smith
Hazel Farmer
Jason Marsh-r
Karen Ferrell
Reba Dowding-r
Sara Home
Sara Kane
s_ara h McCarthy B You can move cursor to &n account by
Tim Grove typing the name.
Or, show the list starting &t a jetter
lx. shown
-r gfter name in list indicates role based
@ SF9 Guide
@ SF8 Manager's Hancbook
B sure to review the guices. Theyare a
quick read and identifies many festures
you'll find helpfil
ToolsF8 ExitF12
_
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Assigning an Account to another Role

Select the account.
CT66 Security & Access Rights

User Accounts

Add an account
Billy Adly-r

Bob Hills

Debra Tyson
Dee Smald

Fred Miser-r

Glenn Gerber-r
Jan Restrict
I..-.Hi Dﬂ =

Select F6-Change Role.

CT20 User Account

UWBROHZ Clark - Goaoral Exc Lt of scoourm § =% a3 acoou . &7 Deinte Rocorn
Account Name {ﬁ" Emall Address f ']
Account {0 [MARSH
- -
Password Efgreset | Cranon R

Password Date 150912023 Password hashed & secured
1) Modules that may be aecessed 2) Restricions of access rghts
[ Secuttty & Login Rules Iwork Accommodation [Iuaintenance
Personal Data [JAtendance O Audiometric [ Has department resrictions
Hmcident Repoting I simon [OONEER
[CIRecan [JRiscHazards CiPatient [JHice SIN'SSN trom user {exciudes Govemment forms)

OlRisk Tasks Devent CIMay nide some emplayees trom other users B
[CJoisavinty Management Oincicent investigation I Task Manager
[Ochant Dudestyte [ CentratAccess Ooiary [May un Consougation
[ Daly Actiity Stats Dl Customer Cire [ *"May run process to purgerdestruct old data records
M ay access the Privacy Audits located on the Makn Ment

MO s [} 1s a Security Admin who IS restricled to coe company In Security

) Module Restnctons
Eﬁo«am E-Form? Passwords
Afler checkng the moddes I userTol may access, NECMle
their access rghts i coch module

Which monl Roms can be used "See undec Opticns n Persoral Data

What & formation can bo accessed

Whist actions are alowod
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Select the new Role

CTe6 Security & Access Rights

Roles

Admin Health
Claims

Claims & Disahiliti

Any company/department rights that were previously specific to that account remains.

CT20 User Account

Using Role: Claims Manager =

Account Name |Fred Miser | Email Address I:
Account Id
Password 5] Reset

Password Date  19/04/2021 Password hashed & secured

Last Sign in Date 19/04/2021
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Adding a Restricted Administrator (Multi-company option only)

Under the multi-company option, you may set-up administrators who will manage accounts under their assigned
company only.

1. Add auser account.
2. Check:
a. Security & Login Rules
b. Is a Security Admin who is restricted to one company in Security
¢. The modules the administrator has access to
(Note that the administrator can also modify the module access rights)
d. Has Company Restrictions & select the one company
e. F1 Module Restrictions

CY20 User Account

Bro s of sooourts & 55 At scour B = sunte rnors
Account Name [SaraKane ] Email Address [5 kane@parklanesys com I
Accountis [saRa
Password Efroset
Password Date Password hashed & secured
LastSign in Date 2001172023
1) Mooutes that may be accessed 2) Restrictions o¢ access nghts
[ Secunty & Login Rules £ work Accommodation Muaintenance 2 Has company restricions 2 seiect Companies
Personal Data Attendance M Augiometric [ Has deparment restricions
B incident Reporting B simon [CINEER
Hide SIN'SSN trom tudes Government forms)
HARecall ARisk Hazards [Oratient e UESSHom yser (nxchudes Governmant fo .
R Recst Restictions DI Risk Tasis Slevent E3may hide some emplogees from other usess [, Poyn
{4 Disanifity Management B incident investgation [ Task Manages
Hchan  [Jidestte A CentralAccess [Ooiasy ¥ ;
iy v ceide ia ¢
EADally Activity Stats O customer Care ) **May run process to purgaidestruct old data recosds

[IMay access the Privacy Audits located on the Main Meny

3} Moouke Res¥ictions

“ Ontaro E-Foem? Passwords

Aftor checking the o0duies this USarTol may 0C<ess, naCale

their nccess rights in each module
VWhich meni 8ams <an be usad **See under Otions in Personal Data
What information can be accessed
What! actons are alowed
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Security Tools

There are some tools that will help you manage your user accounts more effectively.
On the Home screen, select F8 Tools.

CT6B Tools

Remove Inactive Accounts

Exports & Reports

T2Z Account Summary

T2l Account Details

T2Q Audit

T2F Department Restrictions by Account
T2L Menu ltem Restrictions by Account
T2E Company Restrictions by Account

Close F12
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F1 Remove Inactive Accounts

e Helps you easily establish retired accounts that should be removed.

CT6A Remove Inactive User Accounts

Last Login

[J Mo date
[J Mo date
[J Mo date
[J Mo date
] Mo date
] Mo date
[J Mo date
[J Mo date
[ 14 Apr 21
[ 15 Apr 21
[ 19Apr 21
Tli21Apr21

Name

Billy Alby
Baob Hills
Glenn Gerber
Jan Restrict
Janis Smith
John Smith
Lisa Smith
Victoria Lansing
Dee Smold
Linda Bills
Fred Miser
Debra Tyson

~

This list is sequenced by last sign-in date. A
missing date indicates the account has never
been used or not since Q2, 2021.

Check the accounts you want removed.
Select F5 to remove the accounts that have been

checked.

Accounts removed will be recorded in the Audit.

On completion, Security will close and retumn to

the Main Menu,

Close F12

F2 Account Summary

e Provides a quick glance of the accounts and can be used to ensure that each account has the necessary
criteria such as email address.

A e | c | D R H I
Account MName Uses Role Role Used Last Sign in Restr Admin Dept Restr Comp Restr
GLENMGE Glenn Gerber ¥ Claims Manager 13/03/2021
JAMRE Jan Restrict 01/04/2021 Yes
BOBHI Bob Hills 02/04/2021
LISASM Lisa Smith ¥ Claims Manager L.Smith@myco.com 10/04/2021
JOHMS John Smith 01/03/2021
VLAMNSING  Victoria Lansing V.Lansing@myco.com  09/04/2021
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F3 Account Details

e Shows list of all role profiles and user accounts
e Lists all modules each account has access to (for both unique accounts and those that use a role)

A B C D E F G H I ] K
Account MName Uses Role Role Used Security Personal Incidents Recall Disability Chart Work Acc
.Role Profile Claims Manager Claims Manager ¥ ¥ Y
.Role Profile Occupational Health Occupational Health ¥ Y ¥ ¥
GLENMNGE Glenn Gerber Y Claims Manager ¥ ¥ Y
JANRE Jan Restrict Y Y Y Y Y Y
LISASM Lisa Smith Y Claims Manager ¥ ¥ Y

F4 Audit

e System tracks all actions and maintains an audit of resulting changes

A B C D E F G H 1 1 K L
Date Time Accountld MName Administrat Admin Na Action  Role Profile Uses Role Role Used Security  Personal
01/04/2021 8:41 GLENNGE Glenn Gerber SusanlL Susan Lan Add ¥
01/04/2021 8:41 GLENNGE Glenn Gerber SusanlL Susan Lan Access
01/04/2021 8:42 GLENNGE Glenn Gerber SusanlL Susan Lan Access
01/04/2021 8:42 LARRYB Larry Billis Susanl Susan Lan Delete ¥

F5 Department Restrictions by Account

A B C D E
ID Name Company DeptCode Department
BOB Bob Hills All
LINDAB  Linda Bills 1 FINAMCE  Finance
LINDAB  Linda Bills 1 HEALTH Employee Health
LINDAB  Linda Bills 1 HR Human Resources
LINDAB Linda Bills 10T Information Technology
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F6 Menu Item Restrictions By Account

By module, shows menu items that can be accessed by each account

A |l B | c | D E F
1D Mame Module Menu ltem AccessYes Access No
| FREDM Fred Miser DisMngr  Open Claim Yes
| FREDM Fred Miser DisMngr  MNew Claim Yes
| FREDM Fred Miser DisMngr  Document Links Yes
FREDM Fred Miser DisMngr  Enter Days Yes

F7 Company Restrictions by Account

For those with Multi-company option only

CT99 View Report

F8] Search | | & Fshit B srsmint to Fur iﬁg:w :::'E
Parklane Systems London Ontario, Drive D Page 0001 TZE
Security Date 21 Apr 21
Company Access Time 12:21
User ID User MName Company Access
BOB Bob Hills Al
c2 Fred Miser Al
oD Billy Ally A1l
DE Linda Bills Al
DEE Debra Tyson All
GLEMNGE Glenn Gerber Al
JOHNS John Smith All
LISASM Lisa Smith ATl
VLANSING  Victoria Lansing All
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Parklane Systems Inc.
10-521 Nottinghill Road
London, ON N6K 4L4
Canada

519.657.3386

ContactUs@parklanesys.com

Access the Parklane web site for more details about Parklane products

www.parklanesys.com
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